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PREFACE

The information contained in this document is subject to change without notice.

DEWETRON GmbH (DEWETRON) shall not be liable for any errors contained in this document.
DEWETRON MAKES NO WARRANTIES OF ANY KIND ABOUT THIS DOCUMENT, WHETHER EXPRESS OR
IMPLIED. DEWETRON SPECIFICALLY DISCLAIMS THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. DEWETRON shall not be liable for any direct, indirect, special,
incidental, or consequential damages, whether based on contract, tort, or any other legal theory, in
connection with the furnishing of this document or the use of the information in this document.

Technical Support

Please contact your local authorized DEWETRON representative first for any support and service ques-
tions.

For Europe and Asia, please contact:

DEWETRON GmbH

Parkring 4, 8074 Grambach

AUSTRIA

Tel.:+43 316 3070-555

Fax: +43 316 3070-90

Email: support@dewetron.com

Web: http://www.dewetron.com

The telephone hotline is available Monday to Friday between 08:00 and 17:00 CET (GMT +1:00)

For America, please contact:

DEWETRON, Inc.

2850 South County Trail

East Greenwich, R1 02818

USA

Tel.: +1 401 398 7963

Fax: +1 401 284 3755

Email: us.support@dewetron.com
Web: http://www.dewetron.com



mailto:support@dewetron.com
http://www.dewetron.com
mailto:us.support@dewetron.com
http://www.dewetron.com
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The telephone hotline is available Monday to Friday between 08:00 and 17:00 GST (GMT -5:00)

Restricted Rights Legend: Use Austrian law for duplication or disclosure.

DEWETRON GmbH
Parkring 4

8074 Grambach
AUSTRIA

Please find further information at https://www.dewetron.com.
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Author SW Version Change
21.05.2026 |MF OXYGEN 8.1 Initial release 1.0

Authors: M. Fuchs (MF)
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OPC UA INTRODUCTION

3.1 OPC UA Communication Interface

The Open Platform Communications Unified Architecture (OPC UA) is a standardized,
platform-independent communication standard that enables data exchange between devices,
machines and software applications. It was published by the OPC Foundation in 2008 with the first
official version. OPC UA supports modern communication protocols, high security standards, platform
independence, scalability and flexibility. Another key factor is manufacturer independence, which
enables OPC UA to facilitate communication between different manufacturers. This is crucial for
networked production and industrial automation, thus the industry 4.0 standard.

3.1.1 Overview

Modern industrial environments rely on the integration of heterogeneous systems, often comprising
both legacy and contemporary control units, sensors, and machines. Bridging the gap between incom-
patible communication technologies is critical for effective monitoring and control. OPC (Open Platform
Communications) provides a unified language that enables seamless data exchange between devices,
automation systems, databases, and software solutions, regardless of the underlying hardware or pro-
tocol.

3.1.2 Historical Context and Evolution

e OPC Classic (1996): Originally developed to standardize multi-vendor device connectivity. While
it established a secure framework, it was built on Windows COM/DCOM technology and was
strictly limited to Windows-based environments.

e OPC UA (2006): To address platform dependency and modern security requirements, the OPC
Foundation introduced Unified Architecture (UA). This evolution is platform-independent, offers
enhanced reliability, and facilitates secure industrial communication across all operating systems.
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3.1.3 DEWETRON Implementation

Starting with OXYGEN 8.1, DEWETRON high-accuracy measurement systems natively support the OPC
UA standard. This allows for flexible network integration in two primary modes:

e OPC UA Server: Publishing high-accuracy measurement data to the network.

e OPC UA Client: Receiving data from external devices and third-party systems.

OPC Client
(Subscriber)

OPC Client
(Subscriber)

OPC Server
(Publisher)

OPC Server
(Publisher)

OPC Server
(Publisher)

—

Measurement device

HMI Databases

[ ] [ Control ]
Sensors .
devices

\
...............

Machines

Fig. 3.1: OPC UA schematic
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OPC UA SERVER

4.1 Configuring the OPC UA Server in OXYGEN

OXYGEN (v8.1 and higher) includes an integrated OPC UA server for standardized data exchange with
external OPC UA Clients.

Setup steps: (See Fig. 4.1)
¢ Navigate to Measurement Settings > Servers
e Click + to create a new OPC UA Server instance.
e Configure the OPC UA Server parameters (see below)
e Select the channels to be exposed to the OPC UA Clients.
o Click the Play button to start the server
Configuration Parameters:

e Port: Set the communication port (default: 4840). Adjust this to meet your IT or firewall require-
ments.

¢ Update Rate (Global Limit): Defines the maximum frequency for data processing to manage sys-
tem load and bandwidth.

— Sampling Interval: Frequency at which the server polls internal data.

— Publishing Interval: Frequency at which the server sends data packets to the client.

O Attention

Shorter intervals enable faster monitoring, while longer intervals minimize the measurement device’s
CPU load.

o Statistic Mode:

Determines how data is processed for high-frequency channels within the publishing interval:

Last Value: Returns the most recent value (default).

Minimum / Maximum: Returns the lowest or highest value.

Average: Returns the arithmetic mean.

RMS: Returns the Root Mean Square value.

¢ Channel Selection: Enable or disable specific measurement channels. Only selected channels are
visible in the OPC UA server’s address space.
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Settings
Multi-file

-
SERVER CONFIGURATION CHANNEL SELECTION

Part 4840 Y. | [Analog| [Math
UpdateRate 10
StatisticsMode  LastValue

Header Data

Nodes

| Color | Sample Rate | Unit

Sync Setup (] m3ys 10000 Hz

) maj1 10000 Hz
ecuril L] Al4/2 10000 Hz

Configuration Lock [ A4ys 10000 Hz
[v] mi4/a
vl mias

v m4/6

10000 Hz

Resetto defaults 10000 Hz

Jump o system options 10000 Hz

<|<|= = = < = <

Bo: 3 ~~7oiif

[v] Formulao 10000 Hz

Fig. 4.1: Activate and set OPC UA Server in OXYGEN.

4.2 Channel Parameters

For every channel activated on the OXYGEN OPC UA Server, the following parameters are available to
the OPC UA Client:

e Samplerate: The actual acquisition rate of the channel within OXYGEN (independent of the OPC
UA publishing or sampling intervals).

Usable: the channel status in OXYGEN: 1 (Active) or O (Inactive/Deactivated).

ScaleFactor: The scaling factor applied to the channel in OXYGEN.

ScaleOffset: The scaling offset applied to the channel in OXYGEN.

* Measurement: The actual measurement value of the channel.

8 Chapter 4. OPC UA Server
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OPC UA CLIENT

5.1 OPC UA Client Overview

The OXYGEN OPC UA Client enables data acquisition and monitoring by connecting to external OPC UA
servers. It ensures reliable, industry-standard communication and supports a wide range of applica-
tions, from basic connectivity to high-speed data updates.

5.2 Setting up an OPC UA Client

To use the OPC UA Client in OXYGEN (v8.1 and higher), follow these steps:

¢ Add Plugin: Open the OXYGEN channel list, click the + button (See @ in Fig. 5.1), and select OPC
UA Client from the Data Input section.

¢ Select or Add Endpoint: Choose an existing server from Configured Endpoints or create a new
one in the Add Endpoint section (See @ in Fig. 5.1).

¢ Configure Parameters:

Name: Enter a unique identifier for the OPC UA Server.

URL: Enter the OPC UA Server address (e.g., opc.tcp://127.0.0.1:4840).

Time Source: Define how data is timestamped:
% Internal Time: Uses the local OXYGEN time upon data reception.

* Reported Time: Uses the OPC UA Server’s timestamp. Ensure the OPC UA Server is
synchronized and provides timestamps in UTC to avoid data inconsistency.

Publishing Interval: Set the cycle rate in [ms] for data subscriptions. The minimum/maxi-
mum limits are defined by the connected OPC UA Server.

¢ Verify Connection: Click Check Status (See @ in Fig. 5.1). The system will display “Server reach-
able” (green) or “Server not reachable” (red).

e Save & Add: Click the Store Config button (see @ in Fig. 5.1) to store the configuration in the
Configured Endpoints list. Click Add (See @ in Fig. 5.1) to finalize.

You can export the Configured Endpoints as a .csv file to replicate settings across different projects
or systems.
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Add Channel - OPC UA Client

Search...

Shock Response Spectrum CONFIGURED ENDPOINTS

Clickarow to loaditinto the form for editing.
Resolver

Matrix Sampler

opcicpi//127.0.0.1:4840
Protocols

opcitcp://192.168.100.3:4840
XR/CPAD Decoder pobepdl

0BD2

MIL-STD-1553 Decoder
ADD ENDPOINT

ARINC Decoder
Name  OPCClient

URL _OPCcpy//127.00.14840 /AN
&

Einemet Receve Time Source Internal Time
Publishing Interval (ms) 100
SCPI Query

@ Server reachable

Fig. 5.1: Activate an OPC UA Client

Once added, the OPC UA Client will appear as a new section in the OXYGEN channel list (See Fig. 5.2).

5.2.1 Connection handling

To modify an existing OPC UA Client, click the gear icon (See @ in Fig. 5.2) in the OXYGEN channel list.
You can update the Name, URL, Time Source, and Publishing Interval at any time.

Connection States:
The client provides real-time status feedback for troubleshooting:
¢ Server not reachable: Indicates a network-level issue (e.g., wrong IP or firewall).

¢ Not connected: The OPC UA Server is physically reachable, but the session could not be estab-
lished.

e Connected: A session is fully established and active.
Automatic Reconnection:

¢ Configuration Changes: Modifying critical parameters (e.g., URL or security settings) automati-
cally triggers a reconnection.

¢ Connection Loss: If the connection is interrupted, the client attempts to reconnect automatically.

¢ Restoration: Once reconnected, all subscriptions and monitored items are restored automati-
cally.

O Attention

For reliable restoration, the server should maintain stable namespace indices and node identifiers.

10 Chapter 5. OPC UA Client
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5.2.2 Security, Certificates and authentication

Security settings (See @ in Fig. 5.2) follow the standard OPC UA protocol. The client automatically
queries the server for available endpoints and security policies. If a previously selected policy is no
longer supported by the server, it will be flagged in the interface.

Certificate Handling:
¢ Automatic Generation: Simplifies setup; recommended for most scenarios.

¢ Manual Provisioning: Used for environments with strict security or PKI requirements. Manual
certificates must be explicitly enabled.

Authentication:
Two authentication modes are available (See @ in Fig. 5.2):
e Anonymous: No credentials required.

¢ Username/Password: Required if the server restricts access.

© Attention

For security reasons, passwords are not stored. They must be re-entered after restarting the appli-
cation.

Data Acquisition:

If the server requires authentication, a successful login is mandatory before data acquisition can begin.

. G
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< n Channel i Color | Setup
= e @ ENDPOINT SETTINGS
- -
@ v Formula URL opcicp://127.0.0.1:4840 ,
Formula 0 ] n Time Source Internal Time 4
Forma
[a v OPC_CLIENT Channels Publishing Interval (ms) 100 ,
5 [ v M L] SECURITY
Al 1_1 Sim/Measurement
nsa2aaAl 11 SimMessurement 8 Policy None (No Security) @ 4
4 Formula 0/Measurement 8 = |
Certificate  Optional Browse...
v DEWE3-RM16
lad Private Key  Optional || Browse...
> SYSTEM Sloto
[ Use auto-generated cert if needed
(=]  TRION3-1820-MULTI-8-LOB
A 1/1 Sim | - AUTHORIZATION
- v L—— " @
A12 Sim jsername | Options
n me——
Al1/3 Sim @ e Password  Optional
A TRowsumwum reu0n pree—r—
Al 1/4 Sim
PR — - @ ® T ]
Al 1/5 Sim ™ e C ted Select nodes...
Ays  TRONmsMuTIad w8
AL1/6 Sim @
Alye TRIONS-1820-MULTH8-L08 . -
AL1/7 Sim .
RONSEMUT5405
1/8 Sim
o ownes @ ¢

Fig. 5.2: OPC UA Client settings

5.2. Setting up an OPC UA Client
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5.2.3 Channel Setup

After configuring the server, click Select Nodes (See @ in Fig. 5.2) to choose the channels for subscrip-
tion. Data acquisition is managed via the standard OPC UA subscription mechanism.

Node Selection: All available nodes are displayed in a tree view (See Fig. 5.3). The structure and avail-
able objects depend on the specific OPC UA Server implementation. For details on parameters provided
by an OXYGEN OPC UA Server, refer to the Channel Parameters section in the Server chapter.

® Connected Znodefs) selected [0

v OXYGEN
v Formula 0
Samplerate
Doubl
|:| Formula 0.5amplerate €
Usable
Bool
lj Formula 0.Usable an
l I ScaleFactor Double
Formula 0.5caleFactor
|J :caleﬂﬂset Double
ormula 0.5caleOffset
|Z| :)easurenwnt Double
rmula 0.Measurement
> Al11
> Al 1f2
> FYRTE]
> Al 1/a
> Al1js

Close

Fig. 5.3: Node selection for OPC UA Client

Channel Configuration:

Once selected, channels appear in the OXYGEN channel list under the respective OPC UA Client section.
Click the gear icon (See @ in Fig. 5.4) of a channel to edit its properties:

e Sampling Interval [ms]: Defines how often the server samples the data (See @ in Fig. 5.4).

— Example: A Sampling Interval of 20 ms combined with a Publishing Interval of 100 ms means
the server sends a packet every 100 ms containing 5 sampled values for that channel.

e Scaling: Individual scaling can be applied to each channel in the scaling section (See @ in Fig.
5.4).

12 Chapter 5. OPC UA Client
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Fig. 5.4: OPC UA Client channel settings
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5.2.4 Buffering and Update Behavior

The client utilizes buffering (queueing) for monitored items to prevent data loss during temporary com-
munication delays or high-speed updates. Data is recorded whenever a value or its timestamp changes.
This ensures consistent time-series recording even if the measurement value remains constant.

5.2.5 General Usage Notes

To ensure reliable operation, consider the following:

¢ Server Implementation: The client requires a standard-compliant OPC UA service implemen-
tation on the server side.

o Stable Identifiers: Use stable node identifiers to ensure consistent automatic reconnection.
e Security: Align security policies with your specific network deployment requirements.

¢ Time Sync: Verify OPC UA Server time synchronization when using “Reported Time” (OPC UA
Server timestamps). When using OPC UA Client-side (“Internal Time”) timestamps, note that
data may be delivered in batches (depending on OPC UA queue size and publishing interval). As
a result, multiple values may share very similar or identical client timestamps, even if they were
sampled at different times on the server. Ensure both server and client system clocks are correctly
synchronized. It is recommended not to use manually adjusted or unsynchronized system time, as
this may result in incorrect or misleading timestamps, especially when working with the reported
time of the OPC UA Server.

5.2. Setting up an OPC UA Client 13
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5.2.6 Performance Considerations
The OXYGEN OPC UA Client is verified for high-performance scenarios, including millisecond-level sam-
pling. However, actual performance is influenced by:

e Server processing capabilities and system load.

e Network bandwidth and latency.

¢ The ratio between sampling and publishing intervals.

Recommendation: Always balance sampling and publishing intervals to match your hardware and net-
work infrastructure.

14 Chapter 5. OPC UA Client
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